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You cannot perform this action at this time. Signed with another tab or window. Reload to update your session. He signed on another tab or window. Reload to update your session. Your comment on this question: Your comment on this answer: Sign up to respond to the authorPublish forward You are not allowed to delete messages in this groupPublish to report message as abuse Any e-mail address is
anonymous to this group or you need permission from the viewing member's email addresses to see the original Inception message was one of the first boxes in the HTB that used containers. I will start by exploring a WordPress dompdf plugin to have access to files in the file system, which I will use to identify a WedDAYV directory and credentials. I will abuse WebDAYV to load a webshell, and get a foothold in
a container. Unfortunately, outgoing traffic It's blocked, so I can't get an inverse shell. I'll write a shell forward in Python to get a solid shell. After some reuse of password and sudo, I will have root in the container. Looking at the host, the container I can access FTP and TFTP. Using the two I will identify a cron running apt update, and write a pre-invoking script to get a shell. Name Release Date 02 Dec
2017 Retirement Date 14 Apr 2018 OS Linux Base Points Medium [30] Difficulty Radar Graph score 55 mins, 41 seconds hours, 26 minutes, 06 seconds Creator Recon nmap finds two TCP ports open, HTTP (80) and Squid Proxy (3128): oxdf@hacky$ nmap -p-min-rate 10000 -o The scans/nmap-alltcp 10.10.67 Starting Nmap 7.80 () at 2022-03-25 20:33 UTC Nmap analysis report to 10.10.67 The host is ready
(0.090 years of latency). Not shown: 65533 filtered ports PORT STATE SERVICE 80/tcp open http 3128/tcp open squid-http Nmap 43:02 43:02 52-30-2202 me )gro.pamn//:sptth( 08.7 pamN o odnaicinl 76.01.01 stpircspct-pamn/nacs mU o- VCs- 8213,08 p- pamn $ykcah@fdxo sodnuges 65.31 me odazilatigid )pu tsoh 1( PI o§Aeredne 1 The NMAP digitalization report to 10.10.10.67 host is up (0.087s). Porto
State Service 80/TCP Open HTTP Apache httpd 2.4.18 ((Ubuntu)) | Http-Server-Header: Apache/2.4.18 (Ubuntu) | http-title: UNTURE 3128/TCP OPEN HTTP-Proxy Stech http 3.5.12 | Http-Server-Header: Squid/3.5.12 | http-title: Error: The requested URL does not be recovered detection of the executed service. Please report any incorrect results at . NMAP Completed: 1 IP Address (1 host up) Scanned
at 43.03 seconds based on the Apache versions, the host is probably executing Ubuntu 16.04 xenial. Site -TCP 80 Website The site only has one form requesting an E -mail address: When I put an E -mail and click on "mean", thanks: But looking at Burp, no order has been sent. A spiked peak at the font JS in the Firefox Dev tools shows that "it is not really doing anything": click to get a full size image while I
am in development tools, I will take a look at the source, And something jumps: it is really convenient to note that, in development tools, as if I looked to the gross source, it would show 1000 empty lines pushing this commentary by the pam. I would not expect to see this in a modern Hackthebox mom, but unrealistic elements, such as hiding tips for players in the comments of the HTML source, were more
common in the previous boxes. Pile of Technology The HTTP Response Heads show Apache, but not much more interest: http/1.1 200 ok Date: Sex, 25 of 2022 20:36:43 GMT Server: Apache/2.4. 18 (Ubuntu) The Last Modified: Mon, 06 Nov 2017 08:36:43 Gmt Ethag: "B3D-55d4c5aad546-gzip" Ranges of Acceptance: Bytes vary: Accept the length of the containment: 2877 Connexion £ o : Close the type of
containment: Text /html trying /ment.html loads same panédo, so no tip which structure (if any) the site is written. It can be just a stupid site. Still, the comment at the source suggested that it could be running PHP 7.x. Directory Brute Force I'm Feroxbuster against the website, website,
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[ 59998/59998 2900/S - no. The tip on the DOMPDF suggests some use of this, an HTML converter to PDF written in PHP. Since this is intended to live on a site, I will try /Dompdf, and it returns a directing: the version file returns a € 0.6.0 €. Squid - TCP 3128 Enumeration Squid Proxy is something I wrote about before. I will configure a Foxyproxy profile to have Firefox uses it: Then activate this, I will try
to visit the same pando, and it returns & € ceAcess denied.a €: curiously, 127.0.0.1 works: Local fuzz ports since then I can access the door 80 at localhost, I'll see the one that is the most with wfuzz. I will use the range -z, [Start] -[Finish] as the load is to go through a break and then complete the URL :fuzz. I will start with a small range that includes 80 so that I can see how success and flaws are: oxdf@hack
$ wfuzz -u :fuzz -z range, 75-85 - P 10.10.67: 3128: http What's going on? Target: :fuz/ Total
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=============== Response ID Word Chars Payload "Translation" Processed Orders: 11 Filtered Orders: 0 Orders/Sec.: 40.60460 assuming all these doors are Closed, except 80, looks like a response or length 503 3638 characters / :Tisiv ts style siht nihht ni ifl na s&€a€&a¢Ereht gnitetolpxe snruter 0.6.0 FAPMOD rof gnilgoogoog cols reniatnnoc snor Siht peek 114€4€4i tub .won od nac i hcum i hcum i
hcum i hcum i hcum i hcum i hcum i hcum i hcum i hcum i hcum i hcum i hcum sa€a€a€aEreht ,Semeaseresu Fo tsil Need Ro ot )asdce( 'tsohlacol' dedda yltnamrep :gninraw ... 22:1.0.0.0.721 ... 8213:76.01.01 siahhcyxorpbil/und-46 68x/bil/rsu/ Gnidaolerp Isniahcyxorp[ fnoc.4siahcyxorp/cte/ :DNUNUOF LIF GIFNOC lsiaahhrp[tsohwhorp $hssh &€a€a 8213 76.01.01.01 ptth ]tsislyxorpl :ot tsilyxorp eht
gngnahc ,mottob yrev eht og dna fnoc.4scte/ nepo htiah t tsiah t tsiah t tscit YLNO TSOHLACOL( 22 PCT - HSS .)8213 DNA 08( tuoba vowt i strop owt eht dna ,)HSS ylbamuserp( 22 sdnif tI 1389.054 :.ces/stseuqeR 23556 :stseuqgeR deretliF 53556 :stseuqeR dessecorP 8513.541 :emit latoT "8213" hC 1253 W 614 L 151 004 :821300000 "08" hC 7782 W 961 L 1501 002 :000000000 "22" hc 06 w 412 002
S¥wkkpilk REZZUF BEW BEW - 5.4.2 zzufw SRRORTHOR®¥kkrkpickickxr GRAYIN G Skkrkrkkiols GRAYINGS*+k* 093 993 WH-- PTTH:8213: 76.01.01.01 p- 53556,Egnar Z- Zzuf:1.0.0.721//:pth u- Zzufw $ykhh@fdxo :Strop lla revo Nur ,305 ch-- RO 993 WHT TUO STOHT TUO STOHT TUO STOHT TUO ESOHT TUO STOHT a€ac¢i nac i .Rtlif elbailernu the tnuoc retcarahc os ,Trop eht
fo htgnel eht no desab segnahc htgnel taht tuo snrut of .trop desolc stetacidni sdrow It requests a file with the Input_File argument and using the PHP filters to return the coded Base64 file, which is worth keeping in mind. If I visit without the filter, it does not return anything. But with the filter, it returns a PDF with a coded sequence based on the base64. For example: Visitors Returns: I 'Ady ours 1l copy
that string and string and decides: oxdf@hack $ eco Are uhh. Be Say664 TIE POR SEELT: 0: 0-ROOO: //////////] less) 22: 22: 22-22: 12: 12 ;: /////// Hem/tives/ Simple I had: /// 35: 55-Inquesta £ o: 43: 5-gber: to throm: 5: 60: /////////tal/talleball ///// [//11/11111111111117111]//mmm MBI MERVIDE MYM/IGANY: Maga3m: Quanh: Quenens :: // T/ThS/Tudes FPINE: 10:10: 10: /// Kible Mother: 13: 13 -mo: 13: 13-11-11: 11-11; -ia
man: 33: 33: sit-reo: /// kit m/34: 34: 34: mmé ”: 5 mé”: // kdftize mé ”: 5 mé”/qukenkank/ok/okt mumm: : 38: Auta a ginger list of Manau?,/Agger Lexist: // 39: Mom, Mblio:/is ”/The Mondber g g g q g ° ° Groom: Bog-Terminal Speans (P):/tub/, tys Time Emd Civavation :: ////// Herdes:/Bwanza Bring: 103: 103: 103: 10: 10: 13; He was two of a Manal Man, and yymb /// Whatmber Mben:/104: 10:10: 10: 10, 4:
11:16;: 13: 10: 10: 10: 15s people of the Botmates ::: /// quymates:/18: 18: 10: 10: 1geenmer:/no joxs: // how is sssion: 1055: 105 mb /// mBi, Mother E: -Tis The Arleal Saler Seral Nalal: Qyo can try, eblantist that YyOber Sanbany. For Reetrat, his brush, he struggled to read / Bquestions to have the smemats in the Austriania. He was able to get what Coolg and Daldalaldlape. The person is onefints in the
congregation and the best of the day of our plates for Smeck for Yobba Kobbame) EDUBBASTOBAS, Pray on Kalm, as if the mmecks, sabbé “kome mme sizes. Wbyrvis pron © -Buts Pron © -Foded with Cuck Ghand from Squid, I will look at the web server. The configuration files for Apache websites are stored in /etc/apache2/enabled sites. The default file name of 000-default. conf works (some of the
comments are removed for clarity here): ServerAdmin webmaster@localhost DocumentRoot /var/www/html ErrorLog ${APACHE LOG DIR}/error.log CustomLog ${APACHE LOG DIR}/access.log combined Alias /webdav test inception /var/www/html/webdav test incept inception Options FollowSymLinks DAV In AuthType Basic AuthName "Webdav test score" AuthUserFile
/var/www/html/webdav test inception/webdav.passwd Requires the valid user
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