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Also known as equipment under control (EUC), level 1 is where we can find devices such as engines, pumps, valves and sensors that measure speed, temperature or pressure. For example, by manipulating the value displayed for the stove temperature 1, an attacker can make the operator think too low or too high and make him act on the manipulated
data. The monitor function is often part of a loop control, such as automation behind the maintenance of a constant level in a tank. As shown in the following figure, the Purdue model was adopted by the reference architecture model of Purdue Enterprise (pear) by Isa-99 and used as a conceptual model for the segmentation of the ICS network. Date of
publication: October 2017 is if you have purchased, borrowed or otherwise collected this book, there are a good probability that you worry about the industrial control system or ICS security in some way. With the monitoring functions, this determination is an automated process, while with a visualization function, this determination is made by a
human being who looks at the values. Modbus, which traditionally works on serial lines, has been converted to Modbus TCP/IP, which supports Ethernet and IP. Most of the companies follow their internal network through VLAN. Inter Vlan traffic must go through a sort of routing device, such as a level 3 switch, a firewall or a router, at that point
there are access control lists (ACL) or firewall rules. In recent years, the industrial area has seen a shift from the use of OT protocols such as Profibus, Devicenet, ControlLet and Modbus to the use of common IT technologies such as Ethernet and the protocols of the IP suite. The operator uses these HMI systems to carry out activities as quality
control checks, time of activity and monitoring of alarms, events and trends. Site operations are also the OT systems that report IT systems in level 4 inhabit. Dedicated firewalls will securely connect the eraloger acitamrofni aigoloncet aL. .PI etius alled onretni'lla itiugese onognev itseuq ehc etneserp ineiT ;eirogetac itneuges ellen isivid eresse
onossop elairtsudni ollortnoc id ametsis ocipit nu ni onavort is ehc enoizacinumoc id illocotorp I .onredom SCI nu id imetsis i e itrap el ettut eragelloc rep itazzilitu onognev aidem e illocotorp ilognis itseuq emoc id enoizageips alla odnatsetta omaits ic ,aro reP .iroirefni e 3 illevil ien TO o enoizudorp id imetsis i e 5 e 4 illevil ien TI o iladneiza imetsis i
art inoizamrofni elled enoisividnoc id ollevil nu “A ZMDI'L ?erotatnoc li ereggel rep aut asac a otamref “A is erotatnoc li ehc atlov amitlu'l odnauQ eradrocir ioup :emralla id imetsis i eratilibasid o etrop el erirpa id Atilibissop al odnenrof arutturts allen erartne rep ozzem nu etnaccatta nu a erad onossop o itagelloc onos eud i es eter alled otser len
otterid ossergni nu eresse 2Aup enoizurtsoc id eter id ametsis led enoizaloiv anU .avitnuigga adehcs nu emoc atneserp is o ovitisopsid len atargetni eter id enoizacinumoc id sub li etimart o ovitisopsid lus elaires aiccafretni'nu o otacided BSU nu etimart atiugese eresse 2Aup CLP nu id enoizammargorp al .inoizatnemelpmi e inoiznuf esrevid etlom a
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etnaidem PSI eter alla eter IT protocols are the protocols that are in use on everyday IT networks. The most advanced HMI systems can use servers distributed to offer a redundant supply of HMI screens and data: the control of the supervision control and the acquisition of data is a term used to describe a combined combined of ICS types and
devices, all working together on a common task. It doesn't spend a day without some companies being compromised and critical infrastructure control systems that infiltrate or our personal information are sketched on the Internet. It is a reference model adopted by industry that shows the interconnectedness and interdependence of all the main
components of a typical ICS. The model is a great resource to begin the process of understanding a typical modern ICS architecture: the Purdue model will be discussed in more Details in a next chapter, but for now, to support our discussion on architecture, let's take a look at a high level overview. They may have one or more of the functions
discussed in the following sections. The View feature includes the possibility to look at the current status of the automation system in real time. The book will use a fictitious company as a silver coating during the learning process. They can also be used to connect PLC or connect a remote rack to a PLC. Here, the SCADA network consists of all the
equipment and components that together form the general system. The slightest interruption in a single device can cause chaos for all operations. How do all these parts of an ICS communicate? Displays the execution process, allowing inspection and manipulation of process values, alarm display and the trend of control values. It uses a centralized
supervision unit that can control thousands of I/O points. A SIS uses a series of voting systems to determine whether a system is normally being performed: So how does all this together? If a service in the DMZ where it compromises, the compromise would be contained in the DMZ. These protocols are used to connect control devices together, which
youof a PLC to a sensor, PLC to a PLC or engineering workstation on a control device to configure or program the device: These protocols tend to be found mainly in levels 3 and and of of the Purdue model. Even more, the areas where OPC services are implemented ensure that this unprotected data needs to traverse from level 1 all the way to level 4.
Therefore, you will find technologies suchA as PROFIBUS, traditionally run over serial cables, converted into PROFINET, which runs on Ethernet and IP. As a matter of fact, while writing this book, the following major security events occurred, some even influenced the material of this book:By writing this book I am embarking in educating the reader
in the process of securing an Industrial control system by applying industry-wide adopted best practice methods and technologies. The following diagram illustrates an example SCADA network. Traditionally, ICS systems used several distinct and proprietary communication media and protocols. However, a few proprietary protocols and network
media can still be found in the lower levels of the ICS systems. These devices are wired directly into a PLC add-on IO card or a remote communication rack with IO cards.B - Fieldbus protocols: These are mainly proprietary protocols such as DeviceNet, ControlNet, PROFIBUS, and Modbus and deliver real-time control and monitoring. The following
sections are based on the complete ICS architecture shown at the beginning of the chapter.The Purdue model divides this ICS architecture into three zones and six levels. The control actions can either be initiated by an operator pushing a button or changing a set point on an HMI screen, or it can be an automated response as part of the process
control.From a security perspective, if an attacker can manipulate the values (the input) the control system reacts to or if the attacker can change or manipulate the control function itself (the control program), the system can be tricked into doing things it wasn't designed to do or intended for.Now I can hear you all say that manipulating values is all
nice and dandy, but surely that cannot be done modern switched networks and encrypted network protocols. Combine that withA Athe fact that the ICS communication protocols that run on these networks were never designed with security in mind, and one can start to see the feasibility of the scenarios mentioned.More about all this will be discussed
in later chapters, when we dive deeper into the vulnerabilities mentioned and look at how they can be exploited. OPC is a series of standards and applications for industrial communications based on OLE, COM, and DCOM technologies developed by Microsoft.From a security perspective, OPC is a nightmare. Starting from the top, these
are:Enterprise: Level 5: Enterprise networkLevel 4: Site business and logisticsIndustrial Demilitarized zone.Manufacturing zone (also called the Industrial zone): Level 3: Site operationsLevel 2: Area supervisory controlLevel 1: Basic controlLevel 0: The processThe enterprise zone is the part of the ICS where business systems such as ERP and SAP
typically live. SCADA systems are often spread out over a wide geographical area as a result of being applied to power grids, water utilities, pipeline operations, and other control systems that use remote operational stations:Closely related to the SCADA system is the distributed control system. You learned about some of the common communication
protocols and media used to interconnect the parts of an ICS. In this level, specific parts of the system are monitored and managed with HMI systems. The company isn't directly based on any real-time business but more a cumulative set of experiences of security postures and situations I have encountered over time.Before we can dive into any
security discussions, with this first chapter, we will discuss exactly what an Industrial control system (ICS), is and what it does. The figure below shows where some of these can be found in the ICS architecture, followed with a short description:A - Hardwired devices: These The sensors, actuators and other devices that use a discreet signal, such as
24 VDC or an analog signal like 4-20 but or 0-10 VDC, to operate. This that makes things particularly dangerous is that most of the installed systems are connected to the Internet or at least accessible through a modem for the supplier to provide remote support. These are the devices that take data from the sensors through entrance channels and
control actors via exit channels. Once someone told me this joke: only two things can survive a nuclear bomb, cockroaches and OPC server. Having a common network for corporate systems and production systems is an insecure practice that is still seen too often. By preventing direct communication between IT and OT systems and having a broker
service in the Relé Relé communications, a further level of separation and inspection is added to general architecture. Even if you can find a PLC in level 2, its function is of a supervision nature instead of checking. Level 0 is where the real process equipment that we are checking and monitoring the high levels lives. A DCS is often a large system,
highly engineered with a very specific task. If your ICS (industrial area) and the company network (area undertaken) use the same physical network, these vulnerability can directly influence the production system. The function of the eye monitor is a critical value, such as pressure, temperature, level and so on, and compare the current value against
the default threshold values, and the alarm or interaction depending on the configuration of the function of monitoring. The differences between a Scada system and a DCS are very small and the two have become almost indistinguishable over time. This includes a high -level explanation of the Purdue model, elairtsudni elairtsudni ollortnoC .ocilbbup
ociffart led oiggarretta id aera'nu ettemrep ZMD 11 .elairtsudni ollortnoc id ametsis li erageips rep otasu etnemenumoc otnemirefir id olledom is an all-encompassing term used for various automation systems and its devices, such as Programmable Logical Controllers (PLC), Human Machine Interface (HMI), Supervisory Control and Data Acquisition
Systems (SCADA), Distributed Control Systems (DCS), Security Instrument Systems (SIS), and many others: Programmable logic controllers, or PLCs, are at the centre of each industrial control system. They proceed using encryption or implementation of integrity checks to provide higher performance, stability or compatibility. These protocols can
connect end devices such as sensors and actuators directly to a PLC without the need for an I0 module. These I/O channels often come as additional cards that connect to the backplane of a PLC. As level 0 is where the actual process is executed and where the product is made, it is imperative that things work smoothly and without interruption. To
answer this question, we must first discuss the Purdue reference model, or Purdue model briefly. The joke refers to the fact that OPC servers can be found everywhere and even if you can kill a group in a sweep, you can't kill them all. The OPC foundation has made great efforts to address many security concerns and has developed a more security-
oriented architecture, OPC Unified Architecture (OPC UA). Think of centralized control rooms with HMI terminals and operators that provide an overview of all systems that manage processes in a plant or in a structure. Typically located in level 1 are PLC, variable frequency units (VFD), proportional-integral-derived controllers (PID) and so on. Many
OT devices, for example, will incorporate a diagnostic web page or use FTP to receive an application or firmware updates: Traditionally,protocols were used only outside the plant plan and ICS networks in levels 4 and 5 of the Purdue model. Chapter 2, Insecure by Inheritance, will expose vulnerabilities for extra protocolraluger htiw gnolA .smetsys
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control function: the control function is where things are controlled, moved, activated and started. Input and output channels can be analog, digital or exposed values to the network. A one This chapter, we have passed what an industrial control system is, what does it do, and which parts make up an ICS. From the traffic light on your journey to work,
or the system of avoiding the collision of the train or subway, to the delivery of electricity that feeds the light you use to read this book, to the processing and packaging that was created the jug of milk in the Your refrigerator, at the Caffé Grinds for that cup of Joe who feeds your day; It is that all these things have in common are the industrial control
systems that guide the measures, decisions, corrections, products and actions that complete and which lead as a result. The following diagram shows the architecture of a modern and well -designed ICS. The solutions range from a frequency radio meter (RF) that can be read in the coming out of an urban block that covers the radio network of
intelligent measures, each solution with its own safety challenges: the protocols typically used for the automatic reading of the meters include Amr, Ami, Wismart (Wi-Fi), GSM and Power Line Communication (PLC). The following diagram shows where these protocols are generally found inside the ICS architecture: the Enterprise area network see
web traffic using HTTP or HTTPS protocols, e-mails in the form of an IMAP, Pop3, and SMTP, transfer files And sharing protocols such as FTP and SMB, and many others. The system is built to last with redundancy applied at all levels of installation, from redundant networks and the network interface attached to the redundant server sets to
controllers and redundant sensors, all with the creation of a rigid automation platform It is solid in mind. The DCS systems are found more commonly in water management systems, in paper and pulp mills, in sugar refinery systems, and so on: itazzilitu itazzilitu onognev illocotorp itseuq ehc acifingis non otseuQ .etazzilitu e etautta oressof eigoloncet
etseuq es orev ebberaS .itacided azzerucis alled oiggarotinom id imetsis onos SIS o azzerucis id ilatnemurts imetsis IT finals. The systems in the lower layers are not directly exposed to attacks or compromises. The protocols in use in this category include Bacnet, C-Bus, Modbus, Zighee and Z-Wave. From the safety point of view, these protocols tend
to be not encrypted and without control of the applied integrity, which leaves them open to the repetition and manipulation attacks. We will end the chapter with an examination of the various industrial communication protocols that are used to connect all parts, systems and devices in an ICS. The visualization process is passive in nature, simply by
providing information or view for a human to react on: from a security perspective, if an attacker can manipulate the vision of the operator of the state of the control system or, in others Words, it can change the values that the operator bases its decisions, the attacker effectively controls the reaction and, therefore, the complete process. The protocol
is easy to implement, flexible and forgive and provides the programmer with direct access to the data registers from a wide range of devices of all the main suppliers, all without any regard for authentication, confidentiality of data or 1 'Integrity. From an architectural perspective, we will examine the individual parts that can be found in today's ICS
and will look as they work together to create a common task. Most, if not everyone, the Fieldbus protocols are adopted to work on Ethernet and on the upper part of IP.C - Nested Ethernet: even if it is not technically a different protocol, Nesting Ethernet is a way to hide or obscure parts of the control network. Further rotation attempts would be
captured by the company DMZ firewalls. The internal corporate network consists of Switch, router, Switch Layer 3 and final devices such as servers and clients. Here they come e e otis led iraffA :4 ollevilLeladneiza eteR :5 olleviL :illevil eud ni asividdus eresse 2Aup aserpmi id anoz aL .niahc ylppus alled enoitseg al e enoizacifinaip al emoc itipmoc The
systems on the corporate network are normally located at the company level and embrace more structures or plants. Common networking types are Modbus, Ethernet, ControlNet, Profinet and others. PLCS can be distributed as autonomous devices, controlling a certain part of the production process, such as a single machine, or can be distributed as
distributed systems, extending multiple plants in dispersed positions with thousands of I/O points and numerous interconnection parts. HMI is the window in the control system. The purpose of this book is to educate you on the methodologies and considerations that have been designed in the design of an architecture, such as the one shown here:
technically speaking, the industrial control system lives in the marked industrial area of the previous diagram. However, as we will discuss later in this book, because most ICS interact with the business area, in order to effectively protect the system as a whole, you must also consider the systems in the business area. An ICS is a variety of Control and
Instrumentation Systems used in industrial production technology to achieve a common goal, such as creating a product or providing a service. The main purpose of the devices at this level is to open valves, move actuators, start engines and so on. Often, authentication is not very solid on the border of the system and breaks is a simple exercise. For
example, when the operator sees that the temperature of the stove 1 is shrinking, it might decide to increase the steam supply of the stove to compensate for this. From a high-level perspective, ICS can be classified according to their function. Low-level systems send production data to serversand aggregation of data in this level, which can therefore
send data to higher levels or can be interrogated by systems at higher levels (push operations against pull). Systems that are generally found in level 3 3 Database server, applications servers (web and report), file server, Microsoft domain controller, HMI server engineering workstation and so on. Many of the functions and level 2 systems are the
same as level 3 but targeted more towards a small part or the area of the general system. They will only be visible via or via the device they are connected to. With the tendency to converge OT and IT and IT networks, many of these protocols can now be found up to level 1 and with them also their vulnerability, which have afflicted regular IT
networks for years. The processes automation protocols include Profibus, Devicenet, ControlLet, Modbus and Cip. A common practice for corporate internet policies is to use a proxy firewall for outgoing traffic, while limiting the arrival traffic. If something should compromise a system at some point in the IdMz, the IDMZ could be off, the compromise
could be contained and the production could continue. The systems generally present in the demilitarized industrial area include proxy server (web), database replica server, Microsoft domain controller and so on. The following figure explains the various production areas: the production area is where the action is; It is the area where the process
lives, in any case, this is the nucleus of the process. The reaction of the function of the monitor can vary from a pop-up alarm screen to a fully automated system stopping procedure. From a security perspective, if an attacker can control the value that the function of the monitor is looking at, the reaction of the function can be triggered or prevented;
For example, a case in which a monitoring system is looking at stove 1 temperature, preventing the temperature from exceeding 300 degrees Fahrenheit. The recent trend was to adopt tenretnl tenretnl ollocotorP ,enoizacinumoc id ollocotorp id enumoc etius anu e tenrehtE ,enumoc ozzem nu us eraroval rep irateirporp illocotorp itseuq id In the next
chapter, we will begin to examine some vulnerability and weaknesses of the ICS and, more specifically, the communication protocols in use. Technically it is not part of the ICs, the company area is based on the connectivity with the ICS networks to power the data that guides company decisions. Level 4 hosts all information technology systems (IT)
that support the production process in a facility system. These systems report statistics on production such as activities of activities and units produced for company systems and take orders and company data from the company systems to be distributed between the operational technology (OT) or the ICS.Systems systems that are generally found in
level 4 They include database servers, applications server (web, reports, MES), file server, email client, supervisor desktop and so on. The following figure explains in detail the Smilitarized Industrial Area: between the company area and the systems and the industrial area is the industrial smilitarized area or IDMZ. More information on this topic will
be discussed in a next chapter. The company area is where a plant or structure is connected to the internet, generally through a configuration such as the one shown in the following figure: the company network is generally connected to the internet via an edge router and some form of a modem which converts an ISP service provided as a means T1
or OC1 (OC1) in an Ethernet that is used in the rest of the company network. The control system is that makes the actuators involved, the open valves and the engines work. These data can be used by operators, supervisors, maintenance engineers or other staff to make business decisions or perform corrective shares. We will examine the different
parts that make up an industrial control system. The sad state of affairs is on most, if not all, ICS networks, the confidentiality and integrity parts of the CIA security triage are less important thanMany research and developments have been put in the creation of more convenient ways to obtain readings of the cash of customers from gas, electricity,
cooling and so on. The salient points of unified OPC architecture are as follows: functional equivalence, all classic opc specifications are mapped on uaplatform independence, by a micro-controller incorporated to a cloud-based infrastructure encryption without affecting existing applications, modeling of information composed for the definition of
complex automation protocols of the construction of information allow communication between the parts of the control systems that perform applications such as heating, ventilation and air conditioning. The key difference between the View function and the monitor function is in determining the deviation. deviation.

Cryptography, or cryptology (from Ancient Greek: kpvmtdg, romanized: kryptos "hidden, secret"; and ypageww graphein, "to write", or -Aoyia-logia, "study", respectively), is the practice and study of techniques for secure communication in the presence of adversarial behavior. More generally, cryptography is about constructing and analyzing protocols
that prevent third ... Shipbuilding is the construction of ships and other floating vessels.It normally takes place in a specialized facility known as a shipyard. Shipbuilders, also called shipwrights, follow a specialized occupation that traces its roots to before recorded history.. Shipbuilding and ship repairs, both commercial and military, are referred to
as "naval engineering".
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